KeePass — Getting Started on Windows

This guide includes the initial installation of KeePass 2.x on a Windows PC, creating your first password database, testing
the software and entering your first accounts.

1. Installation: Download the software (KeePass-2.xx-Setup.exe) from http://keepass.info/download.html and install.
On first launch of KeePass it will prompt you to enable (default) or disable automatic checks for updates. Note this
simply checks for the existence of a new version — it will not download or install unless you specifically request.

2. Create the Initial Password Database
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Select File > New Q{ Create Composite Master Key

Clllsers\Far entz\Susans kdbx

With Windows 7 the default location will be
Libraries & Documents

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. Al sources you specify will
be required to open the database. K you lose one source, you wil not be able to open the database.

Select this or an alternate, known location and

enter a file name. Master password:  ssssessesssssssss E]
Repeat password: oooooo.o.oooo.o.o|

Create Composite Master Key Estimated qualty: 3

You will be prompted to create your [l Key file / provider- | (lone)

master password. B Create.. | @ Browse
CI'EE!'(E anew ke_)'ﬁle or bl_'owse your disks for an existing one. F you have installed a key provider

Enter a unique password or a short phrase plugin. it is also listed in this combo box.

(i.e. “pass phrase” instead of “password”). ["] Windows user account

This source uses data of the cument Windows user. This data does niot change when the Windows
account password changes.

Enter the password or pass phrase a second o _
i I the Windows account is lost, it will not be enough to create a new account with the same

time user name and password. A complete backup of the user account is required. Creating and
restoring such a backup is not a simple task. If you dont know how to do this, dont enable
this option.

A pass phrase can be easier to remember!

Help

Database Settings (@ Create New Password Database - Step 2 X
| Database Settings
Database name: Enter a name ! Here you can configure
Database Description: Optlonally entera General |Security | Compression | Recycle Bin | Advanced
description for thiS data base- Database name:  Richards KeePass
Database description:
Default User Name: Enter your most Testof KesPass password manager i
commonly used User Name.
If you are a heavy user of web accounts — this
is likely an email address.
Click OK
KeePass will display the main user interface Default user name for new entries: ~ My-Account
WindOW (See beIOW). || Custom database color:

o [ oot



http://keepass.info/download.html

2. Create the Initial Password Database (continued)

Main Window

p
@ Susans.kdbx* - KeePass Password Safe

File Edit View Tools Help
D& H <& |Q F- @ search. -
& %‘ﬁ"s Title User Name Password URL Notes
G |
@ WT::omws gf-g’SampIe Entry User Name — http:/keepass info/ MNete:
G Netwark gﬁf’SampIe Entry 2 Michael321 — http:/keepass info/help b Aestform html
Intemet
=, eMail
% Homebanking
4 n 3
0 of 2 selected | Ready.
A

KeePass will create two sample account entries for you.

3. Testing KeePass
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(@) Susans.kdbx® - KeePass Password Safe 0 % P— —— E@g
File Edit View Tools Help
DE? = <8 - Cj)_a {7l C{Q-’Y Search... -
& Susans Title User Name Password URL Note:
=
Gi |
=nera Sample Entry User Name — http.//keepass info./ Mote:
52 Windows 5 bt/ caapass info, halpy i A=stiarm Himl
L:i Network iz Sampl ,:5)_, Copy User Name Ctrl+B Ri i GERAERIRAER, G
I ; IentME::?et ] CopyPassword Ctrl+C
% Homebanking [ URL(s) 4 | @ Open Ctrl+U
@ Perform Auto-Type  Ctrl+V [l Copyte Clipboard Ctrl+Shift+U
&2 Add Entry.. Ctrl+I [} Open with Internet Explorer
‘L e/ Edit/ViewEntry..  Return @  Open with Firefox :
Group: Suzans, Title: Sample Entry #2, User Ni &= Duplicate Entry hittp://keepass info/help kb Aestform html, Creation
Time: 3/3/2013 9:53:00 AM, Last Access Timd o Time: 3/9/2013 9:53:00 AM
Delete Ent Del
|1 of 2 selected | Ready. Y . i
€ Selected Entries » /

To test KeePass:

e Right-Click on the 2" entry, Select URL(s) = Open
o Alternatively — simply double-click on the URL cell for the entry.

KeePass will open the KeePass Help Center Test Form in your web browser.




3. Testing KeePass (continued)

™ KeePass Home | [] Downloads | Rh T

KeePass Help Center & Help Center Home | t:_W, Forums | ' Awards
KeePass Help Center
&) Help Center Home . T E
= et Test Form
L:} Forums ; Webform for testing login methods.
_] First Steps Tutorial
'2] Acknowledgements User name:
Michael321
KeePass 1.x
ﬁg Installation / Portability Password:
5] Translations
@ Plugins
@3 Compatibility / 5xS
[“] Epror Codes n
L @ Susans.kdbx - KeePass Password Safe - - L =R ﬂ
File Edit View Tools Help
J I__J = H o - L_a; 1l C{ - Search... -
i ﬁéﬂﬂ“ Title UselName assword URL Note:
G I
Elh W?:;omws ﬁSample Entry UserWame http ./ keepass info./ Mote:
Si [“;T Network : 4 Sample Entry 22 Micha®a21 hitp //keepass info,/help,/kbAestform html
d #% Intemet
'.! f.’_'t"_, eMail
i % Homebanking
V:

1

4|

| 3

Group: Susans, Title: Sample Entry #2, User Name: Michael321, Password: =, URL: http.//kespass info/help kb testform html, Creation
Time: 3/9/2013 10:48:12 AM, Last Access Time: 3/9/2013 10:53:47 AM, Last Modification Time: 3/9/2013 10:48:12 AM

| |1 of 2 selected Ready.

Drag and Drop the User Name (Michael321) to the User Name field

Drag and Drop the Password to the Password field
Click Submit on the Web Form

You should see the Message from webpage dialog
box:

Editing an Entry

Now Click Reset on the Web Form.

Switch to the KeePass window and double click on
Sample Entry #2.

This will bring up the edit window. Update the
User Name and Password.

Then try the above test again.

Testing Autotype

Click Reset on the Web Form.
Click in the Name field of the Web Form.
Change to the KeePass window

P

Message from webpage

=2

The following data would have been
Uzer name: Michael321
Password: 12345

submitted:

Right-click on the account entry and select Perform Auto-Type.

KeePass should automatically enter the User Name and Password and activate the Submit button!

The values typed by the Auto-Type feature can be customized for each account by editing the entry and

selecting the Auto-Type Tab.



4. Entering Accounts

Return to the main KeePass window:

P
@ Susans.kdbx® - KeePass Password Safe

% Homebarking

File Edit View Toels Help
DEH <€ @0 |Q F @ serch. .
[ Susans| Title User Name Password URL Notey
Gi I
) Wel:::ws ﬁSampIe Ertry User Mame — hitp ./ /keepass.info/ MNote
Ej Netwark (QSampIe Entry H#2 Rthomas —_ hitp://keepass info/helpAbAestform html
Intemet
eMail

<

(L

| 3

Group: Susans, Title: Sample Entry #2, User Name: Rthomas, Password: =™, URL: http://keepass info/help A testform himl, Creation

Time: 3/9/2013 10:43:12 AM, Last Access Time: 3/9/2013 10:53:50 AM, Last Modification Time: 3/9/2013 10:53:31 AM

1 of 2 selected

| Ready.

To add a user account: Select Edit = Add Entry, or
simply click the <2~ licon.

For the specific web site, enter the following:

User Name:

Your User name

Password:  Your Password
Repeat: Your Password again
URL:

The address of the web page

An easy way to get the URL is to:
Go to the website in your browser
Right click on the address bar

Select Copy.

Then paste it into the URL field of KeePass.

(See example below)

e'fj Y. Qhitp:/www.allstate.cogs

-~
(@ Add Entry =5
Add Entry
Create a new password entry.
Ertry |Mvanced | Properties I Auto-Type | History|
Title: Allstate lzon: @
Usernams:  Susanl1234
Password: Ty E
Repeat: oy
Quality: [ ] 3 Bits
URL: http: /e allstate .com/
Notes:
[ Bpires: 3/ /2013 12:00:00 AM B~
Cox I

@9 Alistate.

You're in good hands.

INSURANCE LIFE

Undo

Cut
Copy
Paste

Delete




Portable KeePass

Once you have installed KeePass on your PC and set up your database of accounts, you can easily install a copy on a
USB drive. You can then plug this USB drive into any PC you are using and access your personal database of
websites, accounts and passwords!

Installing Portable KeePass

e Download the zip archive containing the software (KeePass-2.xx.zip) from http://keepass.info/download.html

e  Plugin your USB drive
e C(Create a folder called KeePass on the USB drive.

e Unzip the contents of the zip archive into the folder KeePass on the USB drive.
If you do not have an unzip utility — just double-click on the archive to open it, select and copy the contents,
then past into folder KeePass on the USB drive.

e Locate the database created on your PC (by default located in Libraries 2 Documents)

e Copy the single database file to folder KeePass on the USB drive.

Using Portable KeePass

o Navigate to folder KeePass on the USB drive
e Double-Click on KeePass.exe

e The first time you use portable KeePass it may not find the database.
Use the File = Open menu, navigate to folder KeePass on the USB drive, select and open the database.
e For quicker access — place a shortcut to keePass.exe in the root folder of the USB drive.

Additional Information

This guide describes only a very small subset of the features built into KeePass (© 2003-2013 Dominik Reichl) to
facilitate organizing your password database and effective use of the software. For further information:

e Explore the menus and icons!

e Use the HELP Menu

e See http://keepass.info/index.html

e See http://keepass.info/help/base/index.html

KeePass is Open Source, free software. However, to support continuing software improvements and ongoing
technical support for this product — please consider donating at http://keepass.info/donate.html .
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